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Abstract—In this paper, we propose an index poisoning

scheme for unstructured P2P file sharing systems. Index

poisoning is a technique which alters the index of illegal

files so that they could not be reached by any peer which

wishes to access them through the P2P. The proposed

scheme is a combination of the following three periodical

injections of the copies of altered index: 1) injection to

the owner of illegal files, 2) injection to upstream peers

by setting a long lifetime to each copy, and 3) injection

to downstream peers by setting a short lifetime to each

copy. The results of simulation indicate that the proposed

scheme attains almost the same performance with a simple

index poisoning scheme which injects altered copy with

long lifetime to all peers, with a significantly lower cost,

i.e., the spatial cost reduces to one third and the peak

network cost of external agent reduces to a half.

Index Terms—Unstructured peer-to-peer, file sharing,

index poisoning, illegal file sharing.

I. INTRODUCTION

Peer-to-Peer (P2P) technology has been widely used

in many fields including IP-phone, live streaming, and

file sharing [9], [10], [13]. In particular, P2P file sharing

is recognized as a key application for the P2P tech-

nology, and there are many P2P file sharing systems

used by many users from the late 90’s to the present,

which include Napster, Gnutella, Kazaa and BitTorrent.

However, the popularization of P2P file sharing software

causes several critical issues in recent years, such as

the illegal sharing of copyrighted contents violating the

copyright law and the act as a hotbed of cyber-crimes

such as phishing scams and leaks of personal information

infected by malware hidden in illegal files.

There are many challenges conducted so far to re-

strain such downloads of illegal files by anonymous
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users. DRM (Digital Rights Management) is a technol-

ogy which encodes contents using a specific encoding

technique so that it could be decoded merely by using

specific software and/or hardware [3]. An example of

DRM is the technology used in Windows Media DRM1,

which requests private key for playing back the encoded

content which is individually issued for each paid cus-

tomer. The way of detecting the occurrence of illegal

file sharing has also been investigated extensively. For

example, we could identify the user who illegally leaks

paid contents to other unauthorized users with the aid of

digital watermarking [3] and we could identify a group

of users who illegally share paid contents by deploying

a decoy peer in the group of colluding users [1], [2], [7].

Among them, index poisoning has recently attracted

considerable attention by many researchers [4], [6], [8],

[11]. Index poisoning is a technique which alters the

index of illegal files so that they could not be reached

by any peer which wishes to access them through the

P2P [6]. In pure P2P systems which do not rely on a

specific index server, copies of the index of files, which

contains the name, owner, size and the other attributes

of the files are distributed over the network beforehand,

so that it can be efficiently retrieved by propagating a

query message over the network. More precisely, if a

peer which receives a query from its neighbor has a copy

of an index matching the query, it replies the index to the

questioner so that the body of the file can be accessed

by referring to the received index. The received copy

can also be held by the questioner, while the number of

copies which can be held by each peer is limited by a

constant. In addition, each copy is given a lifetime and is

periodically updated by the file owner, so that the index

of popular files will be held by many peers, where the

way of distributing and retrieving indices depends on the

underlying file sharing software.

1http://msdn.microsoft.com/library/cc838192(v=vs.95).aspx
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Fig. 1. Overview of the proposed scheme.

By altering the index of illegal files and by propa-

gating it to all peers in the system with a sufficiently

long lifetime, we can significantly reduce the probability

of correctly identifying the location of illegal files.

However, such an unlimited propagation of long lived

copies would cause another problem so that the most

of copies held by the peers are altered ones. Although

there are many index poisoning schemes proposed in

the literature [4], [6], [8], [11], to the authors’ best

knowledge, none of them could successfully balance the

cost and the performance, as will be briefly reviewed in

Section IV.

In this paper, we propose an index poisoning scheme

for unstructured P2P file sharing systems. The proposed

scheme consists of the following four components:

1) The first component identifies the direction of the

flow of indices and virtually partitions the set of

peers into three parts as upstream peers, midstream

peers, and downstream peers;

2) The second component periodically injects copies

of altered indices with short lifetime to the owner

of illegal files with time interval T1;

3) The third component periodically injects copies of

altered indices with long lifetime to upstream peers

with time interval T2; and

4) The fourth component periodically injects copies

of altered indices with short lifetime to down-

stream peers with time interval T3.

See Figure 1 for illustration. The reader should note that

in the proposed scheme, altered copies are injected from

the outside of the P2P network by an agent such as

the system manager and the security organization. By

combining three different injections with an appropriate

tuning of time intervals and the lifetime, we could reduce

the cost of index poisoning by keeping the probability

of identifying the location of illegal files sufficiently

low. The proposed scheme is evaluated by simulation.

The simulation results indicate that the proposed scheme

attains almost the same performance with a simple index

poisoning scheme which injects altered copy with long

lifetime to all peers, with a significantly lower cost, i.e.,

the spatial cost reduces to one third and the peak network

cost of external agent reduces to a half.

The remainder of this paper is organized as follows.

Section II describes the model of P2P systems consid-

ered in this paper including the cost model and the

performance metrics. Section III describes the details

of the proposed scheme. Section IV overviews related

works. Section V shows the result of simulations. Finally,

Section VI concludes the paper with future work.

II. MODEL

This paper considers a P2P file sharing system based

on an unstructured P2P. The index of each shared file

is distributed over the network using an appropriate

distribution protocol so that it could be retrieved by

propagating a query through the network. The sharing of

illegal files is disturbed by applying an index poisoning

scheme. Under index poisoning schemes, the probabil-

ity of successfully identifying the (correct) location of

illegal files is a function of the following factors: 1) the

way of propagating the query to the network; 2) the way

of distributing index to the network; 3) the number of

correct copies of the index of illegal files; and 4) the ratio

of the number of copies of correct index to the number

of copies including altered and correct ones. The goal

of index poisoning schemes is to reduce the probability

of correct identification as much as possible by reducing

the third and the fourth factors described above, while

keeping the required cost sufficiently low.

As for the metrics for the cost of index poisoning

schemes, we focus on the following two factors:

• Network cost which is evaluated by the total num-

ber of messages as well as the load of agent to inject

altered copies to the network; and

• Spatial cost which is evaluated by the number of

altered copies existing in the network.

To reduce the network cost, we should design a scheme

so that altered copy will reach peers holding the correct

copy in a distributed manner, and to reduce the spatial

cost, we should design a scheme so that the lifetime of

each copy is determined in such a way that altered copy

immediately disappears after arriving at the target peer.
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III. PROPOSED SCHEME

A. Outline

As was described in Section I, the proposed scheme is

a combination of the following three periodical injections

of copies of altered index:

1) Injection to the owner of illegal files with a short

lifetime which is aimed to remove the “seed” of

correct copies from the network.

2) Injection to upstream peers with a long lifetime

which is aimed to be propagated autonomously

through the underlying overlay; and

3) Injection to downstream peers with a short lifetime

which is aimed to remove copies from the network

by overwriting propagated ones.

In the following subsections, we describe the concrete

way of each injection in detail.

B. Injection to Remove the Seed of Propagation

The first injection is targeted at the file owner associ-

ated with the altered index. By overwriting a copy of the

index held by the file owner with an altered one, we can

stop the new propagation of correct index starting from

the file owner, until a copy of correct index is generated

by itself or is received from adjacent peers. The lifetime

of injected copy can be small, since the role of this

injection is merely to stop the new propagation, and the

removal of propagated (correct) copies will be done by

the combination of the next two injections. The location

of the file owner can be identified by observing the TTL

(Time To Live) of messages containing the copy of index

[11], since the message transmitted by the owner should

have the largest TTL among others. One possible way to

realize such an observation is to insert a dummy (decoy)

peer to the network which gradually changes its position

in the network toward the direction of the originator, and

another way is to deploy a crawler which crawls TTL of

messages transmitted in the network [11].

C. Injections to Remove Propagated Copies

The aim of the second and the third injections is

to remove correct copies which have been distributed

over the network. To resolve the trade-off between the

network cost and the spatial cost, we take an approach

so that the role of spreading altered index to as many

peers as possible is separated from the role of removing

spread copies as soon as possible. More concretely, in

the second injection, we inject copies of altered index to

upstream peers by setting a long lifetime so that it will

be received by many peers which might or might not

hold a copy of correct index, and in the third injection,

we inject copies of altered index to downstream peers by

setting a short lifetime so that it overwrites altered index

received through the second injection and is removed

from the network within a short time. Although copies

of altered index received by midstream peers will not be

removed by the third injection, it does not matter in our

scheme since those copies continuously serve as a seed

for downstream peers until the lifetime exhausts.

The identification of upstream and downstream peers

can be realized by observing the behavior of each peer

concerned with the index propagation. Another way,

which is specific to Winny, is to trace paths traversed by

query messages [8]. More concretely, Winny is designed

in such a way that each query message is forwarded to-

ward the downstream to increase the hitting rate as much

as possible, and that it records the set of peers on the

traversed path to avoid redundant message transmissions.

Thus by referring to the paths traversed by queries, we

can identify upstream peers which frequently appear at

the beginning of the paths, and downstream peers which

frequently appear at the end of the paths [8].

IV. RELATED WORK

Before proceeding to the evaluation of the proposed

scheme, we will briefly overview related works. Liang

et al. [5] proposed a technique called pollution attack

which is aimed to prevent users from conducting an

illegal sharing of copyrighted contents in FastTrack.

FastTrack is a P2P file sharing system widely used in

early 2000s which has a hierarchical structure consisting

of ordinary peers (OPs) and super-peers (SPs). Each OP

joins the (hierarchical) P2P as a child of an SP and the

index of files held by the OP is uploaded to the parent

SP. Query message issued by a peer p is propagated

through the overlay network consisting of SPs, and after

arriving at an SP q holding an index matching the query,

a reply message including the index is directly returned

from q to p. The basic idea of the pollution attack is to

intentionally contaminate illegal files, and to propagate

such a contamination to all peers holding a correct copy

so that no peer can access uncontaminated copy of illegal

files. This approach works well in FastTrack since the

hash function used in FastTrack does not fully check

the authenticity of acquired files. However, it does not

work well in other P2P systems such as BitTorrent, since

in those systems, a hash function such as SHA-1 is

applied to the whole of every piece derived from the

given file, and all of the resulting hash values are written

in a file (e.g., .torrent file in BitTorrent) which needs

to be acquired before starting the download so that the

authenticity of acquired pieces is checked by referring

to the hash values.
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To overcome such a weakness of the pollution attack,

Liang et al. proposed another technique called index

poisoning [6]. As was described previously, the key

idea of the index poisoning is to intentionally alter the

index of files to reduce the probability of successfully

downloading illegal files. It was demonstrated that such a

technique is effective not only in unstructured P2Ps such

as FastTrack but also in DHT-based structured P2Ps such

as Overnet. The concrete index poisoning procedure for

FastTrack proposed by Liang et al. proceeds as follows:

1) the agent establishes a TCP connection to all SPs

holding the index of illegal files, and 2) it alters the value

of either ID, IP address, or the port number contained in

the index. Although it is possible to alter all indices of

illegal files by this approach, it would take a long time to

establish TCP connection to all SPs holding the index of

illegal files since FastTrack accommodates more than 20

thousands SPs in 2006. The impact of index poisoning

in BitTorrent is verified in [4] with experimental results

in actual P2P systems.

Yoshida et al. [11] proposed an index poisoning

scheme for Winny, which is a P2P file sharing system

widely used in Japan. This scheme involves a mechanism

which removes a copy of the index of illegal files

immediately after overwriting the correct copy. More

concretely, it uses the property of Winny protocol such

that every index received from other peers overwrites a

copy of the index with the same ID without verifying the

authenticity, so that it can remove the overwritten copy

by setting the lifetime to zero. The intention behind the

Yoshida’s scheme is to reduce the spatial cost as much as

possible. Such an intention can be certainly attained by

setting the lifetime of altered indices to be zero, but as a

side effect, it should give up the “propagation” of altered

indices which causes a heavy load at the centralized

agent (the experimental result shows that it takes 15

min to distributed altered index to about 100000 peers

[11], but apparently it does not scale). In addition, such a

heavy task of the agent should be conducted periodically

since in general, the correct index of illegal files could

be (re)generated by the file owner.

Such a drawback of the Yoshida’s scheme is partially

overcome by Putra et al. [8] by modifying the scheme

so that altered index is injected to a specific part of the

network which maximizes the effect of injection. Such

a modification certainly reduces the load of the agent

to 28% of the Yoshida’s scheme without reducing the

number of peers which receive altered index, while as a

side effect, we need to increase the lifetime of each copy

to 1500 sec, i.e., it significantly increases the spatial cost.

V. EVALUATION

A. Setup

We evaluate the performance of the proposed scheme

by simulation using an open source P2P simulator Peer-

Sim2. As a concrete P2P file sharing system, we focus

on Winny and compare the performance of the proposed

scheme with a simple (but inefficient) scheme in which

altered index is injected to all peers.

In Winny, participant peers are classified into three

types by the computational power so that upstream peers,

midstream peers and downstream peers3. Parameters

used in the simulation are set as follows:

• Number of peers: 1000

• Kind of files: 500

• Number of keys initially held by each peer: 2

• Maximum number of keys held by each peer: 500

for downstream peers, 300 for midstream peers and

100 for upstream peers.

• Number of peers of each type: Among 1000 partici-

pants, 235 are downstream peers, 485 are midstream

peers and 280 are upstream peers [8].

• Default lifetime of index: 1500 sec.

• Simulation time: 3870 sec.

The system contains exactly one illegal file, i.e., the

remaining 499 files are legal ones. This illegal file is held

by one particular peer at time 0, and is randomly copied

to other peers during simulation due to the transfer

of the body of file; i.e., the number of file owners

gradually increases. In all schemes, the first injection

of altered index takes place when it pasts 1860 sec after

the beginning of the simulation. The reader should note

that since the default life time is set to 1500 sec, if the

number of files owners did not increase by the time of

the first injection, copies of (correct) index of the illegal

file should disappear (except for the original one) just

before the first injection.

Setting specific to the proposed scheme is as follows:

1) Injection to upstream peers is conducted so that

about 170 upstream peers connecting to midstream peers

are selected as the target of injection, and altered indices

are periodically injected to such peers. The period of

injection is identical to the lifetime of the altered index,

which is either 150, 210, 300 or 450 sec in the simu-

lation. The reader should note that although we do not

2http://peersim.sourceforge.net/
3In the terminology of Winny, upstream peers in the current paper

are called “downstream peers” and downstream peers in the current

paper are called “upstream peers.” More precisely, “upstream peers”

in Winny have more computational power than “downstream peers”

and indices and queries are propagated from “downstream peers” to

“upstream peers” as in FastTrack.
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Fig. 3. The effect of the injection to downstream peers.

explicitly evaluate the cost of the proposed scheme, it

is much smaller than the conventional scheme in which

copies with lifetime 1500 sec are injected to all peers.

2) Injection to downstream peers and injection to

file owner(s) are periodically conducted by setting the

lifetime of injected copies to zero. In the experiments,

we fix the period of injection to be identical to the period

of injection to upstream peers.

B. Number of Copies of Correct Index

At first, we evaluate the effect of the proposed scheme

to the number of correct copies of the index of illegal

file. Figure 2 illustrates the time variation of the number

of correct copies, where curves in the figure correspond

to the simple scheme and the proposed scheme with

different settings of the lifetime, respectively.

As was claimed previously, the number of copies is

reset to one at 1500 sec and then rapidly increases

according to the index distribution protocol of Winny.

Although those copies immediately disappear after the

injection under the simple scheme (at 1860 sec), under

the proposed scheme, the number of copies gradually

decreases by repeating vibration, where the period of

vibration coincides with the period of injection. The ef-

fect of controlling the number of copies increases as the

lifetime of altered index increases, and in this simulation,

lifetime of 450 sec attains almost the same performance

with the simple scheme at time around 3000 sec. As was

mentioned previously, the simple scheme injects altered

index of lifetime 1500 sec to all of 1000 peers, which

is much larger than the proposed scheme in which: 1)

altered index of relatively large lifetime (e.g., 450 sec) is

injected to about 170 upstream peers and 2) altered index

of lifetime zero is injected to 235 downstream peers and

few file owners. Hence, although the proposed scheme

should repeat injection with relatively short time interval,

we can conclude that it significantly reduces the peak

load of the external agent while keeping the effect of

index poisoning sufficiently high.

The impact of the injection to downstream peers is

shown in Figure 3. In this figure, time variation of

the proposed scheme is shown by blue curve and that

without the injection to downstream peers is show by red

curve. The number of correct copies issued at time 1500

sec rapidly increases and the first injection to upstream

peers is conducted at time 1860 sec. After that, such

an injection is periodically conducted with interval 300

sec. During the first three injections, red outperforms

blue due to a larger number of copies existing before

starting the injection, but after the fourth injection, blue

outperforms red; i.e., we can claim that the injection

to downstream peers is certainly effective to reduce the

number of correct copies.

C. Impact of Update Interval of File Owner

Such an effect of the proposed scheme is affected by

the update interval of file owner. More concretely, if the

update interval becomes longer, then we could attain the

same performance by setting shorter lifetime. To verify

this intuition, we conduct the following simulations:

• Fix the lifetime of altered index to 210 sec or 300

sec, and

• Slow down the update speed of file owner(s) to 1/2,

1/3, and 1/4 of the original Winny.

Figure 4 shows the results. From the figure we can

claim that the impact of the difference of update interval

becomes large when the lifetime is relatively small.
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Fig. 4. Impact of the update interval of file owner.

D. Hit Rate of Queries

Finally, we evaluate the impact of schemes to the

hit rate of queries. Recall that the objective of index

poisoning is to reduce the hit rate of queries requesting

the (correct) index of illegal files. Figure 5 illustrates the

hit rate concerned with illegal files, where the horizontal

axes are the lifetime of altered index and the update

interval of file owner, respectively. Although we could

not find a clear relationship between the update interval

and the hit rate, we can conclude that the hit rate

monotonically decreases as the lifetime increases. For

example, when the update interval is high, the hit rate

for lifetime 450 sec is less than 0.5, while the hit rate

for lifetime 150 sec is about 0.9.

The hit rate depends on several factors such as the

way of index propagation, the way of query propagation,

and the timing of injection of altered index. Figure 6

shows time variation of the number of copies of the

index of illegal file. As shown in the figure, under
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Fig. 5. Hit rate of queries requesting the correct index of illegal

file.

the proposed scheme, the percentage of correct copies

gradually decreases while repeating vibrations, which

indicates that the hit rate strongly depends on the timing

of issuing queries. Hence we need to conduct further

experiments by carefully setting parameters, which is left

as an important future work.

VI. CONCLUDING REMARKS

This paper proposes an index poisoning scheme for

P2P file sharing systems. The proposed scheme is a

combination of three different injections with different

roles, and could be applied to general unstructured P2P

file sharing systems as long as the direction of the flow

of indices and queries can be detected. The simulation

results indicate that the proposed scheme could attain al-

most the same performance with a simple (but expensive)

scheme in which altered index with a sufficiently long

lifetime is directly injected to all peers in the system.

A future work is to evaluate the cost of the scheme

in more detail, as well as the detailed evaluation of the

performance under different settings. An application of

the scheme to other unstructured P2P files sharing system

such as BitTorrent and Overnet is also a crucial issue.
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