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Abstract—RSA encryption is one of the most well known algo-
rithms for public-key cryptography. This paper presents a GPU
(Graphics Processing Unit) implementation of RSA encryption.
In our approach, we used two ideas to accelerate it. The first
idea is efficient memory access for GPU architecture. The second
idea is to compute the sum of products for multiple length
arithmetic operation using inline assembler. The experimental
results show that our GPU implementation on NVIDIA GeForce
GTX TITAN attains a speed-up factor of 53.2 for 1024-bit RSA
encryption and 56.4 for 2048-bit RSA encryption over the single
CPU implementation.

Index Terms—RSA encryption, Montgomery modular multi-
plication, GPU, CUDA
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Algorithm 1 Montgomery Multiplication(FIOS method)
Input: A, B, M, mj
Output: P =A-B-2"% mod M
1: P+ 0;
2: for i from O to d — 1 do
(u,v) < apb; + po;
t <+ u;
q < vm{ mod 2";
(u,v) ¢ mogq + v;
for j from 1 to d — 1 do
(u,v) < ajb; +t+ u;
t <+ u;
(u,v) < mjq +p; +v;
Pj—1 <,
end for
(u,v) = pag +t+u;
Pd—1 < U
Pd < U,
end for
if P > N then
return P — N;
else
return P;
: end if
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Algorithm 2 Modulo Expnentiation

Input: P, E, M,—M~!,224" mod M

Output: C = P¥ mod M

: C:=1-(2%" mod M) -2=% mod M

. P:=P-(22¥ mod M) -279 mod M

:fori=n—1to 0 do

C:=C-C-27% mod M

if £, = 1 then
C:=C-P-2%" mod M

end if

: end for

:C:=1-C-27% mod M
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GPU ~D 7 — & ORI %, SETHE & e L <o b
NSV, ZZ0nbDE T3, fFERE2ERI RI, £,
FIVITRT,

RN AT 7 7 R ADFHMID DKL, £ EHS
L, WTNOEE a7 Ly v I REBL 90 E
DS <, B L Z R L T3 2 E23hDh 5, 1024bit
@ RSA B5TI3, t_mgma%6%m,wmmwnmA

BE5 T, t=256D¢ & 1425 5D EHELZZELL T3,
A 74Ty 7 7OMADFLMD D2, RN, IV
ZHZLE, WTNOBEELA v I4 v TRy 7S5 2FML
7 REHIERL O T LT DHE <, Eifl 2@ L
TW3 I EDbh5, 1024bit D RSA BG5TIE, t =320
& X 1.63 1%, 2048bit D RSAKEETIZ, t =128 D& & 1.54
fEoEE L EER L T3

AETIRELZ 225D 74 77 #2#H L -84, GPU
FIEE CPU DFXAH & g9 2 £, 1024bit D RSA I
5 ClE CPU FEHA397.800[s] 2> DITH L, GPU FEHiZ
t=2320D¢& % 1.840[s] CTIEHLTE, 532 &tz

JELCT\>%, 2048bit D RSA IS TlE 1024bitRSA 5 Tld
CPU J2477 368.975[s] 727> % DICH L, GPU F#si3 ¢ = 128
D& F 6.539[s] THEZLTE, 56.4 5D mdE LzER L T

W5,

TABLE 1
1024BITRSA FF5TD X € ) 7 7 & AT & % EIT [s] D LUK
(cpu:97.800[s])

t stride access | fm{L=% | coalesced access | mudiLR |
32 16.840 5.808 2.995 32.656
64 16.851 5.804 2.691 36.346
128 16.874 5.796 2.687 36.402
256 21.242 4.604 3.031 32.267

TABLE II

2048BITRSA 55 TD X E Y 7 7 & AT X % F47H5H] [s] D ik
(cPU:368.975[s])

t stride access | MBI | coalesced access | il
32 103.658 3.560 14.137 26.100
64 143.671 2.568 10.070 36.642
128 147.207 2.506 10.068 36.649
256 143.192 2.577 10.048 36.721
TABLE III
1024BITRSA BFE5TDA v 74 v 72 v 77 DHFIC & 2 FATHEH [s]

D g (cpu:97.800[s])

L7472 T 7 L7347 T 7
t L (s b (s
32 2.995 32.656 1.840 53.153
64 2.691 36.346 1.854 52753
128 2.687 36.402 1.862 52.527
256 3.031 32.267 1.869 52.333

Jang & DI [5] L DI AR VIR T, Jang 5 HET
&, SEREHORERIZ CPU LTV, KEFRRD WAL
Hl% GPU LETHiFNcIHAT L T3, AREETHHAL T3
GPU (% GTX TITAN T& b, Jang 523 L T\ 2% GPU

TABLE IV
2048BITRSA W5 TDA ¥ 54 v 7 v 7 7 DRFIC & 2 EIFHER [s]
D HE (cPU:368.975[s])

LV 4V 72T 7 fVI34V 72T 7
t L [EBe s b R
32 14.137 26.100 9.410 39.210
64 10.070 36.642 6.545 56.371
128 10.068 36.642 6.539 56.427
256 10.048 36.721 7.107 51.919

X GTX 480 TH %, a7HEHKT 2L 56f5THS. R
N=Tv  E2RTALE, 855 TH S, FXNDEZSP GPU
DRI & o THEITRIB R E 2T 2720, HEEHK
THZEIFEL VY, a7HEOMINE Y AL—7"y F DY
MOFBRE D, EEGICEILTVwE EWZ S,

TABLE V
1024BITRSA 55 DEEFETE & @ b

BEFETE (5] AFE

GPU GTX 480 | GTX TITAN

EhE 730 2638

ZV—7 v F [msgls] 66970 569878
VI. ¥$t8

AHFETIX, RSA 5% GPU 93 L mndifb#17- 72,
ﬂf%&X%077kxw% , AVIA VTRV TID
wm kb e LA ER L, AR EETIX, GPU HE

L CPU ORI L i 2 &, kal%%ﬁ@ﬁ“
flﬁ’( 53.2 1%, 2048bit DIEFHALT 56.4 fFDEHEAL &\ 9 FE
HBx2EsNr,
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